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UNIT-1 INTRODUCTION

	
	QUESTIONS
	Mark
	BTL

	1.
	In the DES algorithm the Round Input is 32 bits, which is expanded to 48 bits via ______________
	1
	K1

	a.
	Scaling of the existing bits
	
	

	b.
	Duplication of the existing bits
	
	

	c.
	Addition of zeros
	
	

	d.
	Addition of ones
	
	

	2.
	A substitution cipher substitutes one symbol with
	1
	K1

	a.
	Keys
	
	

	b.
	Symbols
	
	

	c.
	Multi Parties
	
	

	d.
	Single Party
	
	

	3.
	We use Cryptography term to transforming messages to make them secure and immune to ………
	1
	K1

	a.
	Change
	
	

	b.
	Idle
	
	

	c.
	Attacks
	
	

	d.
	Defend
	
	

	4
	The shift cipher is sometimes referred to as the ……….
	1
	K1

	a.
	Caesar cipher
	
	

	b.
	Playfair cipher
	
	

	c.
	cipher
	
	

	d.
	cipher text
	
	

	5
	The substitution ciphers are
	1
	K1

	a.
	Monoalphabatic
	
	

	b.
	Sami alphabetic
	
	

	c.
	polyalphabetic
	
	

	d.
	both a and c
	
	

	6.
	The heart of Data Encryption Standard (DES), is the
	1
	K1

	a.
	Cipher
	
	

	b.
	Permutation
	
	

	c.
	Encryption
	
	

	d.
	DES Round function
	
	

	7.
	The Advanced Encryption Standard (AES), has three different configurations with respect to the number of rounds and
	1
	K1

	a.
	Data Size
	
	

	b.
	Round Size
	
	

	c.
	Key Size
	
	

	d.
	Encryption Size
	
	

	8.
	In Cryptography, the original message, before being transformed, is called
	1
	K1

	a.
	Simple Text
	
	

	b.
	Plain Text
	
	

	c.
	Empty Text
	
	

	d.
	Filled Text
	
	

	9.
	An encryption algorithm transforms the plaintext into
	1
	K1

	a.
	Cipher text
	
	

	b.
	Simple Text
	
	

	c.
	Plain Text
	
	

	d.
	Empty Text
	
	

	10.
	Cryptography, a word with Greek origins, means
	1
	K1

	a.
	Corrupting Data
	
	

	b.
	Secret Hiding
	
	

	c.
	Open Writing
	
	

	d.
	Closed Writing
	
	

	11.
	A transposition cipher can ……………….. of the plain text symbols
	1
	K1

	a.
	Substitute 
	
	

	b.
	reorder the position
	
	

	c.
	Change
	
	

	d.
	None
	
	

	12.
	The Applications of cipher feedback (CFB) mode are
	1
	K1

	a.
	Key Transmission
	
	

	b.
	Authentication & Block Oriented Transmission
	
	

	c.
	Authentication & Stream Oriented Transmission
	
	

	d.
	None
	
	

	13.
	The Applications of cipher Block Chaining (CBC) mode are
	1
	K1

	a.
	Key Transmission
	
	

	b.
	Authentication & Block Oriented Transmission
	
	

	c.
	Data Authentication & Stream Oriented Transmission
	
	

	d.
	None
	
	

	14.
	The Application of Electronic Code Book (ECB) mode is
	1
	K1

	a.
	Key Transmission
	
	

	b.
	Authentication & Block Oriented Transmission
	
	

	c.
	Data Authentication & Stream Oriented Transmission
	
	

	d.
	None
	
	

	15.
	A type of cipher that uses multiple alphabetic strings.
	1
	K1

	a.
	Substitution based
	
	

	b.
	Transposition-based
	
	

	c.
	Polyalphabetic substitution based
	
	

	d.
	Mono alphabetic substitution based
	
	

	16.
	The ciphers replace a character with a different character based on some key is …
	1
	K1

	a.
	Polyalphabetic substitution based
	
	

	b.
	Transposition-based
	
	

	c.
	Substitution based
	
	

	d.
	Mono alphabetic substitution based
	
	

	17.
	A ………………….. takes place when one entity pretends to be a different entity
	1
	K1

	a.
	Replay
	
	

	b.
	denial of service
	
	

	c.
	Modification of messages
	
	

	d.
	masquerade
	
	

	18.
	………….  involves the passive capture of a data unit and its subsequent retransmission to produce an unauthorized effect
	1
	K1

	a.
	Replay
	
	

	b.
	denial of service
	
	

	c.
	Modification of messages
	
	

	d.
	masquerade
	
	

	19.
	…………..  simply means that some portion of a legitimate message is altered
	1
	K1

	a.
	Replay
	
	

	b.
	denial of service
	
	

	c.
	Modification of messages
	
	

	d.
	masquerade
	
	

	20.
	The ………………… prevents or inhibits the normal use or management of communications facilities
	1
	K1

	a.
	Replay
	
	

	b.
	denial of service
	
	

	c.
	Modification of messages
	
	

	d.
	masquerade
	
	

	21.
	The equivalent cipher text for the plain text “INDIA” using Caesar Cipher (k=3) is ……………..
	1
	K1

	a.
	HWEHF
	
	

	b.
	LQGLD
	
	

	c.
	LQSLD
	
	

	d.
	VFSVD
	
	

	22.
	The equivalent cipher text for the plain text “PARTY” using Caesar Cipher (k=3) is ……………..
	1
	K1

	a.
	VHRAL
	
	

	b.
	OITLD
	
	

	c.
	HJSLD
	
	

	d.
	SDUWB
	
	

	23.
	In playfair cipher, Two plaintext letters that fall in the same column are each replaced by the letter …………….
	1
	K1

	a.
	Filler Letter
	
	

	b.
	Right
	
	

	c.
	Beneath
	
	

	d.
	None
	
	

	24.
	In playfair cipher, Repeating plaintext letters that are in the same pair are separated with a ……………
	1
	K1

	a.
	Filler Letter
	
	

	b.
	Right
	
	

	c.
	Beneath
	
	

	d.
	None
	
	

	25.
	Determinant of the 3x3 matrix  1   2   3

                                              4   5   6

                                              7   9   10
	1
	K1

	a.
	-3
	
	

	b.
	-9
	
	

	c.
	10
	
	

	d.
	6
	
	


UNIT-2 PUBLIC KEY CRYPTOGRAPHY

	
	QUESTIONS
	Mark
	BTL

	1.
	An asymmetric-key (or public-key) cryptography uses
	1
	K1

	a.
	1 Key
	
	

	b.
	2 Key
	
	

	c.
	3 Key
	
	

	d.
	4 Key
	
	

	2.
	In the DES algorithm the Round Input is 32 bits, which is expanded to 48 bits via ______________
	1
	K1

	a.
	Scaling of the existing bits
	
	

	b.
	Duplication of the existing bits
	
	

	c.
	Addition of zeros
	
	

	d.
	Addition of ones
	
	

	3.
	The man-in-the-middle attack can endanger the security of the Diffie-Hellman method if two parties are not …………
	1
	K1

	a.
	Authenticated
	
	

	b.
	Joined
	
	

	c.
	Submit
	
	

	d.
	Separate
	
	

	4.
	In Asymmetric-Key Cryptography, the two keys, e and d, have a special relationship to …………
	1
	K1

	a.
	Others
	
	

	b.
	Data
	
	

	c.
	Keys
	
	

	d.
	Each other
	
	

	5.
	For RSA to work, the value of P must be less than the value of
	1
	K1

	a.
	p
	
	

	b.
	q
	
	

	c.
	n
	
	

	d.
	r
	
	

	6.
	The RSA algorithm was developed by
	1
	K1

	a.
	Regal Shan Albert
	
	

	b.
	Reymond Salman Abraham
	
	

	c.
	Rivest Shamir Adleman
	
	

	d.
	Xuejia Lai and Stafford Tavares
	
	

	7.
	In symmetric key cryptography, the key used by the sender and the receiver is
	1
	K1

	a.
	shared
	
	

	b.
	different
	
	

	c.
	Isolated
	
	

	d.
	None
	
	

	8.
	In symmetric-key cryptography, the same key is used by
	1
	K1

	a.
	Sender
	
	

	b.
	Receiver
	
	

	c.
	Both
	
	

	d.
	None of the above
	
	

	9.
	The keys used in cryptography are
	1
	K1

	a.
	secret key
	
	

	b.
	private key
	
	

	c.
	public key
	
	

	d.
	All of them
	
	

	10.
	Under DES, the data encryption standard took a 64-bit block of data and subjected it to rounds of encryption.
	1
	K1

	a.
	64
	
	

	b.
	8
	
	

	c.
	16
	
	

	d.
	4
	
	

	11.
	An electronic document that establishes your credentials when you are performing transactions.
	1
	K1

	a.
	Digital code
	
	

	b.
	OTP
	
	

	c.
	E-mail
	
	

	d.
	Digital Signature
	
	

	12.
	Which one of the following uses a 128bit round key to encrypt the data using XOR and use it in reverse to decrypt it ?
	1
	K1

	a.
	Round key algorithm
	
	

	b.
	Public key algorithm
	
	

	c.
	Advanced Encryption Standard
	
	

	d.
	Asymmetric key algorithm
	
	

	13.
	The equivalent cipher text for the plain text “INDIA” using Caesar Cipher (k=3) is ……………..
	1
	K1

	a.
	HWEHF
	
	

	b.
	LQGLD
	
	

	c.
	LQSLD
	
	

	d.
	VFSVD
	
	

	14.
	The equivalent cipher text for the plain text “PARTY” using Caesar Cipher (k=3) is ……………..
	1
	K1

	a.
	VHRAL
	
	

	b.
	OITLD
	
	

	c.
	HJSLD
	
	

	d.
	SDUWB
	
	

	15.
	Determine the value of ‘e’, such that gcd(16,e) = 1
	1
	K1

	a.
	4
	
	

	b.
	6
	
	

	c.
	3
	
	

	d.
	8
	
	

	16.
	Determine the value of ‘e’, such that gcd(24,e) = 1
	1
	K1

	a.
	13
	
	

	b.
	7
	
	

	c.
	11
	
	

	d.
	All
	
	

	17.
	Determine the value of ‘e’, such that gcd(24,e) = 1
	1
	K1

	a.
	6
	
	

	b.
	12
	
	

	c.
	4
	
	

	d.
	None
	
	

	18.
	Determine d such that de (mod 160) = 1 and d < 160. The correct value of d is ….
	1
	K1

	a.
	23
	
	

	b.
	15
	
	

	c.
	8
	
	

	d.
	None
	
	

	19.
	Find [image: image2.png]11*



 mod 187 =
	1
	K1

	a.
	22
	
	

	b.
	33
	
	

	c.
	11
	
	

	d.
	55
	
	

	20.
	Find [image: image4.png]882



 mod 187 =
	1
	K1

	a.
	88
	
	

	b.
	77
	
	

	c.
	66
	
	

	d.
	99
	
	

	21.
	The ……….. gives assurance that the communicating entity is the one that it claims to be.
	
	K1

	a.
	Authentication
	
	

	b.
	Data Integrity
	
	

	c.
	Confidentiality
	
	

	d.
	Access Control
	
	

	22.
	The process of protection of data from unauthorized disclosure is known as ………….
	
	K1

	a.
	Authentication
	
	

	b.
	Data Integrity
	
	

	c.
	Confidentiality
	
	

	d.
	Access Control
	
	

	23.
	The prevention of unauthorized use of a resource is called as ……………..
	
	K1

	a.
	Authentication
	
	

	b.
	Data Integrity
	
	

	c.
	Confidentiality
	
	

	d.
	Access Control
	
	

	24.
	The assurance that data received are exactly as sent by an authorized entity is ……………..
	
	K1

	a.
	Authentication
	
	

	b.
	Data Integrity
	
	

	c.
	Confidentiality
	
	

	d.
	Access Control
	
	

	25.
	The process of transforming plain text to unreadable text.
	1
	K1

	a.
	Decryption
	
	

	b.
	Encryption
	
	

	c.
	Network Security
	
	

	d.
	Information Hiding
	
	


UNIT-3 AUTHENTICATION AND HASH FUNCTION
	
	Questions
	Mark 
	BTL

	1. 
	Anarkali digitally signs a message and sends it to Salim. Verification of the signature by Salim requires
(A) Anarkali’s public key
(B) Salim’s public key
(C) Salim’s private key
(D) Anarkali’s private key

Correct Option is : A
	1
	K1

	2. 
	The goal of key distribution center is 

a) to sustain privacy of plaintext

b) to distribute ciphertexts among users

c) to reduce the risk in exchange keys

d) to maintain secrecy of signed message

Answer: c
	1
	K1

	3. 
	Public key encryption/decryption is not preferred because

a) it is slow

b) it is hardware/software intensive

c) it has a high computational load

d) all of the mentioned

Answer: d

Explanation: Due to high computational load ( thus being slow ) public key systems are not preferred for large cryptosystems and large networks.
	1
	K1

	4. 
	Which of the following public key distribution systems is most secure?

a) Public-Key Certificates

b) Public announcements

c) Publicly available directories

d) Public-Key authority

Answer: a

Explanation: Public certificates are the most secure key distribution/management systems right now.
	1
	K1

	5. 
	It is desirable to revoke a certificate before it expires because

a) the user is no longer certified by this CA

b) the CA’s certificate is assumed to be compromised

c) the user’s private key is assumed to be compromised

d) all of the mentioned

Answer: d

Explanation: All of the options are true with regard to revocation of a certificate.
	1
	K1

	6. 
	Which system uses a trusted third party interface?

a) Public-Key Certificates

b) Public announcements

c) Publicly available directories

d) Public-Key authority

Answer: a

Explanation: Public-Key certificates use a trusted third party interface.
	1
	K1

	7. 
	Hashed message is signed by a sender using
(A) his public key
(B) his private key
(C) receiver’s public key
(D) receiver’s private key

Answer: (B)

Explanation: After the generation of hashed message that needs to be transmitted over a network, it is signed or encrypted using the private key of the sender which also generates the digital signatures. The message is transmitted along with the digital signature which ensures Authentication and Non-repudiation.

Option (B) is correct.
	1
	K1

	8. 
	Consider the following properties
Variable Input size
Fixed Output size
Efficiency
Pre image resistant
Second Pre image Resistant
Collision resistant
Pseudo randomness

A hash function that satisfies the first _______ properties in the above table is referred to as a weak hash function.
a) 5
b) 4
c) 3
d) 2


Answer: a
Explanation: If the sixth property is also satisfied it is referred to as a strong hash function.
	1
	K1

	9. 
	The second pre-image resistant property is
a) It is computationally infeasible to find any pair (x, y) such that H(x) = H(y)
b) For any given block x, it is computationally infeasible to find y not equal to x, with H(y) = H(x)
c) For any given hash value h it is computationally infeasible to find y such that H(y) = h
d) None of the mentioned

Answer: b
Explanation: The second pre-image property is defined by: For any given block x, it is computationally infeasible to find y not equal to x, with H(y) = H(x).
	1
	K1

	10. 
	In SHA-512, the message is divided into blocks of size ___ bits for the hash computation.
a) 1024
b) 512
c) 256
d) 1248


Answer: a
Explanation: The message is divided into blocks of size 1024 bits, and the output produced is a 512-bit message digest.
	1
	K1

	11. 
	The message in SHA-512 is padded so that it’s length is
a) 832 mod 1024
b) 768 mod 1024
c) 960 mod 1024
d) 896 mod 1024


Answer: d
Explanation: Padding is done so that the length is 896 mod 1024.
	1
	K1

	12. 
	The output of the N 1024-bit blocks from the Nth stage is
a) 512 bits
b) 1024 bits
c) N x 1024bits
d) N x 512 bits

Answer: a
Explanation: The message digest output is 512-bits.
	1
	K1

	13. 
	Another name for Message authentication codes is
a) cryptographic codebreak
b) cryptographic codesum
c) cryptographic checksum
d) cryptographic checkbreak


Answer: c
Explanation: Cryptographic checksum is another name for MACs.
	1
	K1

	14. 
	MAC is a
a) one-to-one mapping
b) many-to-one mapping
c) onto mapping
d) none of the mentioned


Answer: b
Explanation: MACs are many to one mapping, which makes it tougher for the intruder for cryptanalysis.
	1
	K1

	15. 
	What is the value of ipad in the HMAC structure?
a) 00111110
b) 00110010
c) 10110110
d) 01110110

Answer:  b
Explanation: ipad is 36 in hexadecimal.
	1
	K1

	16. 
	What is the value of opad in the HMAC structure?
a) 00111110
b) 00110010
c) 10110110
d) 01011100


Answer: d
Explanation: opad is 5C in hexadecimal.
	1
	K1

	17. 
	If we perform the following operations:

Hash[(K+  XOR opad) || Hash[(K+  XOR ipad)||M)]]

where K+  is a properly padded secret key, opad and  ipad are specific padding constants, and M is a message, then we have performed:

a. 2-Hash operation

b. Double-Hash operation

c. CMAC operation

d. HMAC operation

Answer: d
	1
	K1

	18. 
	What is the output of a cryptographic hash function means?
a. A variable set of bits

b. A fixed set of bits, derived from one-way mathematical operations

c. An output which may be easily discovered by an adversary

d. Outputs of such functions are of no importance

Answer: b. A fixed set of bits, derived from one-way mathematical operations

Explanation:
The output of a cryptographic hash function means as a fixed set of bits, derived from one-way mathematical operations.


	1
	K1

	19. 
	A digital signature is

a. a bit string giving identity of a correspondent

b. a unique identification of a sender

c. an authentication of an electronic record by tying it uniquely to a key only

a sender knows

d. an encrypted signature of a sender

Answer : C
	1
	K1

	20. 
	How many algorithms digital signature consists of?


A. 2
B. 3
C. 4
D. 5

View Answer
Ans : B


Explanation: A digital signature consists of three algorithms: Key generation algorithm, Signing algorithm and Signature verifying algorithm.
	1
	K1

	21. 
	A digital signature is a mathematical technique which validates?


A. authenticity
B. integrity
C. Non-repudiation
D. All of the above

Ans : D


Explanation: A digital signature is a mathematical technique which validates the authenticity, non-repudiation and integrity of a message, software or digital documents.
	1
	K1

	22. 
	Digital signature provides ________.

A) authentication

B) nonrepudiation

C) both (a) and (b)

D) neither (a) nor (b)

Answer: Option C
	1
	K1

	23. 
	When a hash function is used to provide message authentication, the hash function value is referred to as

a) Message Field

b) Message Digest

c) Message Score

d) Message Leap
Answer: Option B
	1
	K1

	24. 
	The main difference in MACs and digital signatures is that, in digital signatures the hash value of the message is encrypted with a user’s public key.

a) True

b) False
Answer: Option B
	1
	K1

	25. 
	 Confidentiality can only be provided if we perform message encryption before the MAC generation.

a) True

b) False
Answer: Option B
	1
	K1


UNIT-4 NETWORK SECURITY AND FIREWALLS
	
	Questions
	Mark
	BTL

	1. 
	The standard for certificates used on internet is
(A) X.25
(B) X.301
(C) X.409
(D) X.509

Answer: (D)

Explanation: In cryptography, X.509 is a standard that defines the format of public key certificates. X.509 certificates are used in many Internet protocols, including TLS/SSL, which is the basis for HTTPS, the secure protocol for browsing the web.

Option (D) is correct.
	1
	K1

	2. 
	In X.509, Extensions were added in which version?

a) 1

b) 2

c) 3

d) 4

Answer: c

Explanation: Extensions to the X.509 certificates were added in version 3.
	1
	K1

	3. 
	Kerberos is:

a. A part of PKI.

b. A part of X.509 public-key infrastructure.

c. A pubic-key based key distribution center

d. An authentication service designed for use in a distributed environment.

Answer: d
	1
	K1

	4. 
	For each _______ the Kerberos Key Distribution Center (KDC) maintains a database of the realm’s principal and the principal’s associated “secret keys”.
a) key
b) realm
c) document
d) none of the mentioned


Answer: b
Explanation: Principals belong to administrative units called realms.


	1
	K1

	5. 
	For a client-server authentication, the client requests from the KDC a ________ for access to a specific asset.
a) ticket
b) local
c) token
d) user


Answer: a
Explanation: KDC uses the client’s secret and the server’s secret to construct the ticket which allows the client and server to mutually authenticate each other, while keeping the secrets hidden.
	1
	K1

	6. 
	__________ is a popular session key creator protocol that requires an authentication server and a ticket-granting server.

A) KDC

B) Kerberos

C) CA

D) none of the above

View Answer:

Answer: Option B
	1
	K1

	7. 
	The Secure Electronic Transaction protocol is used for

a. credit card payment

b. cheque payment

c. electronic cash payments

d. payment of small amounts for internet services

answer : a
	1
	K1


d. the bank has to keep a database of digital signatures of all customers 

	Answer: C
	1
	K1
	

	8. 
	In the SSL Protocol, each upper layer message if fragmented into a maximum of ________ bytes.
a) 216
b) 232
c) 214
d) 212


Answer: c
Explanation: In the fragmentation process we obtain blocks of 2^14 bytes which is compressed in the next step.
	1
	K1

	9. 
	Which of the following are transport layer protocols used in networking?
a) TCP and FTP
b) UDP and HTTP
c) TCP and UDP
d) HTTP and FTP


Answer: c
Explanation: Both TCP and UDP are transport layer protocol in networking. TCP is an abbreviation for Transmission Control Protocol and UDP is an abbreviation for User Datagram Protocol. TCP is connection oriented whereas UDP is connectionless.
	1
	K1

	10. 
	An HTTP connection uses port _________ whereas HTTPS uses port ____________ and invokes SSL.
a) 40; 80
b) 60; 620
c) 80; 443
d) 620; 80


Answer: c
Explanation: HTTP uses 80 ports, whereas HTTPS uses 443 ports.
	1
	K1

	11. 
	Data compression in PGP includes
a) Removal of redundant character
b) Uniform distribution of characters
c) Removal of redundant character & Uniform distribution of characters
d) None of the mentioned


Answer: c
Explanation: Data compression removes redundant character strings in a file and produces a more uniform distribution of characters.
	1
	K1

	12. 
	PGP offers _____ block ciphers for message encryption.
a) Triple-DES
b) CAST
c) IDEA
d) All of the mentioned


Answer: d
Explanation: Pretty good privacy security system offers three block ciphers for message encryption – Triple-DES, IDEA and CAST.
	1
	K1

	13. 
	HTTPS is abbreviated as _________
a) Hypertexts Transfer Protocol Secured
b) Secured Hyper Text Transfer Protocol
c) Hyperlinked Text Transfer Protocol Secured
d) Hyper Text Transfer Protocol Secure


Answer: d
Explanation: Hyper Text Transfer Protocol Secure (HTTPS) is a security protocol which maintains security when data is sent from browser to server and vice versa. It denotes that all communication setup between the browser and the server is encrypted.
	1
	K1

	14. 
	S/MIME is abbreviated as __________________
a) Secure/Multimedia Internet Mailing Extensions
b) Secure/Multipurpose Internet Mailing Extensions
c) Secure/Multimedia Internet Mail Extensions
d) Secure/Multipurpose Internet Mail Extensions


Explanation: Secure/Multipurpose Internet Mail Extensions is the most popular protocol used to send encrypted messages that are digitally signed. In this protocol, the encryption is done with a digital sign in them.
	1
	K1

	15. 
	Users are able to see a pad-lock icon in the address bar of the browser when there is _______ connection.
a) HTTP
b) HTTPS
c) SMTP
d) SFTP


Answer: b
Explanation: It is when HTTPS (Hyper Text Transfer Protocol Secure) connection is built an extended validation certificate is installed in the website for security reasons.
	1
	K1

	16. 
	Which of the following is / are the types of firewall?
a) Packet Filtering Firewall
b) Dual Homed Gateway Firewall
c) Screen Host Firewall
d) Dual Host Firewall


Answer: a
Explanation: A firewall can be a PC, a midrange, a mainframe, a UNIX workstation, a router, or combination of these. Depending on the requirements, a firewall can consist of one or more of the following functional components: Packet-filtering router
	1
	K1

	17. 
	A packet filter firewall filters at __________
a) Physical layer
b) Data link layer
c) Network layer or Transport layer
d) Application layer


Answer: c
Explanation: In computing, a firewall is a network security system that monitors and controls the incoming and outgoing network traffic based on predetermined security rules.[1] A firewall typically establishes a barrier between a trusted, secure internal network and another outside network, such as the Internet, that is assumed not to be secure or trusted.[2] Firewalls are often categorized as either network firewalls or host-based firewalls.
	1
	K1

	18. 
	A stateful firewall maintains a ___________ which is a list of active connections.
a) Routing table
b) Bridging table
c) State table
d) Connection table


Answer: a
Explanation: The routing table basically gives the state of each connection i.e. whether the connection is active or not. A routing table ensures the best performance for the stateful firewall.
	1
	K1

	19. 
	Firewall examines each ____________ that are entering or leaving the internal network.
a) emails users
b) updates
c) connections
d) data packets


Answer: d
Explanation: Firewalls examines each data packets that are entering or leaving the internal network which ultimately prevents unauthorized access.
	1
	K1

	20. 
	A firewall protects which of the following attacks?
a) Phishing
b) Dumpster diving
c) Denial of Service (DoS)
d) Shoulder surfing


Answer: c
Explanation: Firewalls are used to protect the computer network and restricts illicit traffic. Denial of Service (DoS) attack is one such automated attack which a firewall with proper settings and the updated version can resist and stop from getting executed.
	1
	K1

	21. 
	Packet filtering firewalls are vulnerable to __________
a) hardware vulnerabilities
b) MiTM
c) phishing
d) spoofing


Answer: d
Explanation: One popular disadvantage of the packet filtering technique is that it cannot support the complex models of rules and is spoofing attack-prone in some cases as well.
	1
	K1

	22. 
	Circuit-level gateway firewalls are installed in _______ layer of OSI model.
a) Application layer
b) Session layer
c) Presentation layer
d) Network layer


Answer: b
Explanation: In the session layer (which is the fifth layer) of the OSI model, circuit-level gateway firewalls are deployed for monitoring TCP sessions for 3-way handshakes.
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	23. 
	_____________ Gateway firewalls are deployed in application-layer of OSI model.
a) Packet Filtering Firewalls
b) Circuit Level Gateway Firewalls
c) Application-level Gateway Firewalls
d) Stateful Multilayer Inspection Firewalls


Answer: c
Explanation: Application level Gateway Firewalls are deployed in the application-layer of OSI model for protecting the network for different protocols of the application layer.
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	24. 
	Which one of the following is not a higher –layer SSL protocol?
a) Alert Protocol
b) Handshake Protocol
c) Alarm Protocol
d) Change Cipher Spec Protocol


Answer: c
Explanation: Three higher –layer protocols are defined as part of SSL: The Handshake Protocol, The Change Cipher Spec Protocol and The Alert Protocol.
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UNIT-5 HACKING

	
	Question
	Mark
	BTL

	1. 
	There are _________ types of computer virus.
a) 5
b) 7
c) 10
d) 12


Answer: c
Explanation: There are a total of 10 types of virus. These are categorized based on their working and characteristics. These are System or Boot Sector Virus, Direct Action Virus, Resident Virus, Multipartite Virus, Polymorphic Virus, Overwrite Virus, Space-filler Virus, File infectors, Macro Virus, Rootkit virus.
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	2. 
	A computer ________ is a malicious code which self-replicates by copying itself to other programs.
a) program
b) virus
c) application
d) worm


Answer: b
Explanation: A computer virus is a malicious code which self-replicates by copying itself to other programs. The computer virus gets spread by itself into other executable code or documents. The intention of creating a virus is to infect vulnerable systems.
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	3. 
	______________ are difficult to identify as they keep on changing their type and signature.
a) Non-resident virus
b) Boot Sector Virus
c) Polymorphic Virus
d) Multipartite Virus


Answer: c
Explanation: Polymorphic Virus is difficult to identify as they keep on changing their type and signature. They’re not easily detectable by traditional antivirus. It usually changes the signature pattern whenever it replicates itself.
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	4. 
	Which of the following is not a type of virus?
a) Boot sector
b) Polymorphic
c) Multipartite
d) Trojans


Answer: d
Explanation: Types of viruses are System or Boot Sector Virus, Direct Action Virus, Resident Virus, Multipartite Virus, Polymorphic Virus, Overwrite Virus, Space-filler Virus, File infectors, Macro Virus, Rootkit virus. Trojan does not come under types of virus.
	1
	K1

	5. 
	A ___________ is a small malicious program that runs hidden on infected system.
a) Virus
b) Trojan
c) Shareware
d) Adware


Answer: b
Explanation: A Trojan is a small malicious program that runs hidden on the infected system. They are created with the intent and they infected the system by misleading the user. It works in the background and steals sensitive data.
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	6. 
	Hackers who help in finding bugs and vulnerabilities in a system & don’t intend to crack a system are termed as ________

a) Black Hat hackers

b) White Hat Hackers

c) Grey Hat Hackers

d) Red Hat Hackers

Answer: b
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	7. 
	Which is the legal form of hacking based on which jobs are provided in IT industries and firms?

a) Cracking

b) Non ethical Hacking

c) Ethical hacking

d) Hactivism

Answer: c
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	8. 
	The amateur or newbie in the field of hacking who don’t have many skills about coding and in-depth working of security and hacking tools are called ________

a) Sponsored Hackers

b) Hactivists

c) Script Kiddies

d) Whistle Blowers

Answer: c
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	9. 
	_________ are those individuals who maintain and handles IT security in any firm or organization.

a) IT Security Engineer

b) Cyber Security Interns

c) Software Security Specialist

d) Security Auditor

Answer: a
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	10. 
	Role of security auditor is to ____________

a) secure the network

b) probe for safety and security of organization’s security components and systems

c) detects and prevents cyber attacks and threats to organization

d) does penetration testing on different web applications

Answer: b
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	11. 
	________________ is an ethical hacking technique used for determining what operating system (OS) is running on a remote computer.

a) Footprinting

b) Cyber-printing

c) OS fingerprinting

d) OS penetration testing

Answer: c
	1
	K1

	12. 
	How many types of fingerprinting are there in ethical hacking?

a) 5

b) 4

c) 3

d) 2

Answer: d
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	13. 
	_______________________ is gained if you send especially skilled packets to a target machine.

a) Active fingerprinting

b) Passive fingerprinting

c) OS fingerprinting

d) Network fingerprinting

Answer: a
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	14. 
	 _______________________ is based on sniffer traces from the remote system.

a) Active fingerprinting

b) Passive fingerprinting

c) OS fingerprinting

d) Network fingerprinting

Answer: b
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	15. 
	How many basic elements are there for OS fingerprinting?

a) 2

b) 3

c) 4

d) 5

Answer: c
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	16. 
	Which of the following do not comes under the important element of OS fingerprinting?

a) TTL

b) TOS

c) DF bits

d) Firewall

Answer: d
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	17. 
	To secure your system from such type of attack, you have to hide your system behind any VPN or proxy server.

a) True

b) False

Answer: a
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	18. 
	 A _____________ is a network scanning practice through which hackers can use to conclude to a point which IP address from a list of IP addresses is mapping to live hosts.

a) ping-based hacking

b) ping sweep

c) ping-range

d) pinging

Answer: b
	1
	K1

	19. 
	A computer ________ is a malicious code which self-replicates by copying itself to other programs.

a) program

b) virus

c) application

d) worm

Answer: b
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	20. 
	 A computer ________ is a malicious code which self-replicates by copying itself to other programs.

a) program

b) virus

c) application

d) worm

Answer: b
	1
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	21. 
	 The full form of Malware is ________

a) Malfunctioned Software

b) Multipurpose Software

c) Malicious Software

d) Malfunctioning of Security

Answer: c
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	22. 
	 Compromising a user’s session for exploiting the user’s data and do malicious activities or misuse user’s credentials is called ___________

a) Session Hijacking

b) Session Fixation

c) Cookie stuffing

d) Session Spying

Answer: a
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	23. 
	Which of them is not a wireless attack?

a) Eavesdropping

b) MAC Spoofing

c) Wireless Hijacking

d) Phishing

Answer: d
	1
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	24. 
	_________ are the special type of programs used for recording and tracking user’s keystroke.

a) Keylogger

b) Trojans

c) Virus

d) Worms

Answer: a
	1
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	25. 
	 ___________ is a violent act done using the Internet, which either threatens any technology user or leads to loss of life or otherwise harms anyone in order to accomplish political gain.

a) Cyber-warfare

b) Cyber campaign

c) Cyber-terrorism

d) Cyber attack

Answer: c
	1
	K1
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